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EDF requirements for integration of LORA devices
 In 2017, EDF has adopted an internal reference document related to IOT &

cybersecurity. 80 requirements have been defined.

 Renewing and safe storage of the Network and Application Session keys on the

LORAWAN devices is one of these requirements.

 The ABP (Activation By Personalization) key provisioning process defined in
LORAWAN is not appropriate and the OTAA (Over the Air Activation) procedure is

preferred.

« Today, only OTAA procedure is supported in our reference architecture for private

LORAWAN networks.
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Modifications carried out by CYPRESS ENVIROSYSTEMS
on the WGR product

The WGR product from CYPRESS ENVIROSYSTEMS is of great interest for EDF. However, some important

adaptations are required for EDF to deploy that kind of product. The following adaptations have been ordered:
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LORAWAN compliancy with operation over the European [868-870MHz] band: this is required since a global
private LORAWAN infrastructure is currently investigated for our power plants. The proprietary LORA
implementation from CYPRESS ENVIRONSYSTEMS is not appropriate.

OTAA provisioning: in order to enable internal generation and periodic regeneration of the Network and

Application session keys and fit with our reference architecture design.

CODEC script file: this file describes the information fields that are included in the frames exchanged between
the WGR and the LORAWAN Application Server (AS). It is essential for plug & play provisioning. This file is
captured via a « CODEC importer » tool, a specific feature embedded into the KURA gateway and developped

by EDF.

Ability to operate the device on good links (SF7) or poor quality links (SF12). The device shall be at least

configurable in a given SF so that it can join and transmit data over this given SF.

Note: KURA / KAPUA are source codes from the Eclipse Foundation



Reference architecture for plug & play LORAWAN integration:
used for WGR validation tests (October 9th)
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*The LoRaServer driver and the Codec Importer are features designed by EDF

]
& TEeDF
KAPUA is the IOT platform for collecting flows from KURA gateways or other devices .



Validating gauge data collection on the KAPUA interface
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By Topic By Device || By Asset

Connections Select the Topic under which the data was published, then select one or more of the available metrics for that topic. Finally dick the Query button and view the results in a tabular format.
Devices Available Topics Available Metrics for Topic: cypress/0004a30b001e0713/uplink/data
¥ Refresh [ Metric Metric Type
Batch Jobs - (e battery_level String
e (] agentlora VWed 23 Oct 2019 09:31:35 GMT+02:00 reading String
] cypress Fri 25 Oct 2019 01:09:01 GMT+02:00 [T hash String
Tags 4 '-[_j 0004a30b001e0713 Fri 25 Oct 2019 01:09:01 GMT+02:00
4 "Lj uplink Fri 25 Oct 2019 01:09:01 GMT+02:00
Users alert Tue 22 Oct 2019 18:02:06 GMT+02:00
Roles data Fri 25 Oct 2019 01:09:01 GMT+02:00
+ ) metadata Fri 25 Oct 2019 01:09:01 GMT+02:00
Access Groups metadata Fri 25 Oct 2019 01:09:01 GMT+02:00

GErTe— Tue 22061201 1826:10 HTsc200 Gauge readings are collected every 5mn

Child Accounts
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Endpoints
Q, Query
Setings Battery levels are transmitted every 30mn
About B Results
@ Export to C5V Date Range: Last 24 hours
Timestamp = Device Topic battery_level reading
Thu 24 Oct 2019 23:58:52 GMT+02:00 boxer-6640-54 cypress/0004330b001e0713/uplink/data 6.9
Thu 24 Oct 2019 23:53:48 GMT+02:00 boxer-6640-54 cypress/0004330b001e0713/uplink/data 7.03
Thu 24 Oct 2019 23:45:43 GMT+02:00 boxer-6640-34 cypress/0004a30b0010713/uplink/data 7A7
Thu 24 Oct 2019 23:43:46 GMT+02:00 boxer-6640-54 cypress/0004a300001e07 13/uplink/data 100 5.63
Thu 24 Oct 2019 23:35:43 GMT+02:00 boxer-6640-54 cypress/0004a30b001e07 13/uplink/data 5.72
Thu 24 Oct 2019 23:33:44 GMT+02:00 boxer-6640-34 cypress/0004330b001e0713/uplink/data 5.89
Thu 24 Oct 2019 23:28:42 GMT+02:00 boxer-6640-54 cypress/0004330b001e0713/uplink/data 6.01
Thu 24 Oct 2019 23:23:40 GMT+02:00 boxer-6640-34 cypress/0004a30b001e0713/uplink/data 6.09
Thu 24 Oct 2019 23:18:40 GMT+02:00 boxer-6640-54 cypress/0004a300001e0713/uplink/data 6.19
Thu 24 Oct 2019 23:13:40 GMT+02:00 boxer-6640-54 cypress/0004a300001e07 13/uplink/data 100 6.28 5
Thu 24 Oct 2019 23:08:39 GMT+02:00 boxer-6640-54 cypress/0004a300001e07 13/uplink/data 5.46
Thu 24 Oct 2019 23:03:37 GMT+02:00 boxer-6640-34 cypress/0004330b001e0713/uplink/data 658

Thu 24 Oct 2019 22:58:36 GMT+02:00 boxer-6640-54 cypress/0004330b001e0713/uplink/data 6.66






